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Partito pirata italiano
Certificate patrol



  

past work

no more mitm
on the web!

USE CERTIFICATE PATROL
add-on for firefox



  

past work

but…

patchworking
Is not enough anymore



  

It s not about'
self-determination

Most things a person does

On The internet
Affects Others…

 … and democracy
As a wholE.



  

Being allowed to sell
your “personal  data” …
Is like being allowed To

drive a car at Night
Without Lights on.

You are acting
Irresponsible and
Putting Others at risk.



  

predictable 

elegible voters:
Democracy @ risk.

manipulation
becomes cheap.



  

The Malvinas 
incident 2009:

Micro-invasive modifications

Of Facebook dashboard
of an Entire population…

 … By JTRIG of GCHQ



  

If you like to live in a
free democratic society…

It should be your

civil duty
to not allow yourself
or others to become

Predictable
Populace.



  

(Law isn t an algorithm)'

The constitution isn t'
JUST what is written in the law.

It is also what was originally
INTENDED by its authors  to–

Safe-guard democracy.



  

(Heroes of Enlightenment)

What the authors
Didn t predict:'

globalization
+ information Technology

= big (META)data



  

And When there is

No visible 
evidence

The separation of powers fails:

The judiciary cannot
Exercise its democratic
Duty to check upon the

Job the executive is doing…



  

“Wir sind die Guten…”

Let s imagine'
…The right people
were in power now.

What about
Tomorrow?



  

(a new social contract)

in a techno-globalized world

The constitution must
Deal with foreign Governments

And Multinational entities as

Threats for democracy.



  

"The antidotes against the risk of 
totalitarianism are [..] weakened to a 

dangerous extent so that it would not take 
much more than a spark for the public space 
to collapse, and this even under the cover of 

the best governance intentions."

Nicole Dewandre,
Societal Advisor to the European Commission

in “the Onlife Manifesto”, p. 195



  

Let s admit it' …

THE INTERNET

IS ILLEGAL
we need to fix it.



  

And no…

THE market
Can t fix it'

there is no business model for
constitutional fundamentals…



  

That is why there
I see no alternative

To implementing
Protection

By law.



  

(EU) legislation proposal:

MANDATORY anonymized

Authenticated and
end-to-end encrypted
communications in all
telephony and computing
appliances sold after 20xx.



  

Details on 
youbroketheinternet.org/legislation

implementation

Industry motivated to agree
(with “us”), fund & develop a
GNU secure Communications
system and make it available
(so you can put it on your old device, too)



  

implementation

Constitutional
software

 – transparent free software
 – conservative Development

 – sandboxed modules
 – modifications can be Voted on

(LQFB+GIT?)



  

GNU Internet Apps

mail, messaging,
social networking,

telephony,
conferencing,
 … and the “web,”

business transactions etc.



  

Impact assessment

Heavy blow against

“cyber crime:”
 – no more spam

 – no more phishing
 – no more websites you didn t'
Intentionally plan to visit

 – A neutral & open marketplace
 – secure business transactions



  

Impact assessment

Bulk
Location
Tracking

 … Can be a thing of the past

We pay our telecom
Relays anonymously…



  

Civil economy

Cryptographic

Anonymous
Micropayment

So you no longer pay
With your data…

(using GNU TALER, re-do of digicash)



  

Civil economy

blockchains
Not so useful

 – pow? a household’s day per transaction
 – next Tax Havens for the super-rich?

 – mostly illegal use cases remain…
 – expect exchange shops to be shut down

btw, blockchains patented in 1979



  

Impact assessment

Simplifies current
political discourses:

- data retention
- totalitarian copyright

+ data protection
+ net neutrality

+ soft- & hardware transparency



  

Impact assessment

Strategic Advantage (1)
for the entire continent:

 – less vulnerability
 – no intelligence in signals
 – make xkeyscore, tempora,

Etc etc  useless!…

Cyber warfare?
Cyber disarmament!



  

Impact assessment

Strategic Advantage (2)
for the entire continent:

 – data centralization business models

No longer work
 – Fair new chances for most of

European tech industry!

people stop being the product



  



  

POSSIBLE IMPLEMENTATION

Limit net access
for apps. examples:

 “– fun game  app allowed to”
Send data to friends only.
 “– Dictionary  app allowed”

To send dict requests only.
 – try to cheat? Get caught!
Transparency = Checks!



  

Impact assessment

LAWFUL INTERCEPTION
by protocol/API, not Breakage!

 – strategy 1:

Cryptographic Authorities
 – strategy 2:

DISTRIBUTED Consensus
 – Hacker’s CHOICE:

PHYSICAL ACCESS



  

Impact assessment

LAWFUL INTERCEPTION
Simplified:

 – haystack 100%
Encrypted…

 – needle serves
Its civil duty



  

Impact assessment

LAWFUL INTERCEPTION
Should Guarantee

 – both judge & police Want it
 – limited timeframe
 – user notification

 – no totalitarian upscaling



  

Impact assessment

LAWFUL INTERCEPTION
Intercepted?

What if user mods their phone?

 – have to act normal
 – risk getting caught

 – constitutional
Rights + obligations



  

Security vs. Democracy

Not enough to catch
The crazy unpredictible

Suicidal brainwashed folks?
Time to Deal with the real Causes:

 – inequality
 – globalization

 – BAD GOVERNANCE
 – climate change

Don t blame it on the internet'



  



  

GNU INTERNET ARCHITECTURE?
Something like…

private social graph
data distribution PLAN
crypto/onion relay mesh
Distributed hashtable
public-key-based routing
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